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A Primer for the Personal Injury Lawyer

Congress’ efforts to provide additional privacy protection

for medical records are laudable. Personal injury attorneys,
however, must recognize the effects of those efforts and modify
their form authorization for medical records accordingly.

——




In the early 1990s,

the Bush Administration encouraged the
health care industry to address the ever-
escalating costs associated with adminis-
trating the health care system in America.
An industry working group was formed
and determined that standardization of the
technological aspects of health care admin-
istration would be highly beneficial. The
group called for federal legislation to force

this standardization. That recommendation
was incorporated into the much broader
health plan advocated by the Clinton
Administration, which later failed in
Congress.

The idea of standardization in health
care communications survived, however,
and a bill that was more focused on the
administrative cost aspects of the problem
was introduced in the House. With sub-

stantial industry support, the bill passed
through a joint committee and was even-
tually enacted in August 1996 as the
Health Insurance Portability and
Accountability Act (HIPAA).

During HIPAA’s evolution, concerns
were raised about the security of sensitive
health information about individuals that
the legislation would require be transmit-
ted electronically. In response to these
concerns, requirements for privacy protec-
tion were added to the bill. The task of
developing regulations to implement the
privacy and other provisions of HIPAA
ultimately fell to the Department of
Health and Human Services (HHS).?

In 2002, HHS adopted The Standards
for Privacy of Individually Identifiable
Health Information—commonly referred
to as the Privacy Standards.® The Privacy
Standards seek to protect a comprehensive
range of individual health information.
Protected is any information that is creat-
ed or received by a covered entity, which
includes almost all medical providers and
employer health plans. That information
must relate to a patient’s physical or men-
tal health condition, the provision of
health care to an individual, or the pay-
ment for the provision of health care to an
individual . It is protected by HIPAA only
if it identifies the patient or there is a rea-
sonable basis to believe that the informa-
tion can lead to identity of the patient.®

The fact is, virtually all of the medical
information that a personal injury attor-
ney needs to handle a claim falls within
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the purview of the Privacy Standards. Even
if some information is technically outside
HIPAA, the uncertainties surrounding
implementation of the Act’s regulations
will make access to that information diffi-
cult.

Most personal injury practitioners have
probably experienced some minor impact
of the Privacy Standards. That impact will
only grow. The larger health care providers
were required to be in compliance with the
HIPAA Privacy Standards by April 15,
2003% all providers that fall within
HIPAA’s broad ambit must comply with
the Privacy Standards by April 15, 2004.’

HIPAA's Impact

Since its passage, HIPAA’s nationwide
impact has been significant. Confusion and
consternation were generated as HHS gave
birth to volumes of proposed and then final
regulations. The development of all these
regulations marshaled a legion of consult-
ants to march upon all the various entities
terrified of the intended—and unintend-
ed—consequences of these regulations. For
example, Gartner, Inc., a respected research
and consultant firm, estimates that just in
the health care industry alone, which is only
a portion of the economy affected by
HIPAA, the average annual budget allocat-
ed for HIPAA compliance is $1.4 million.
The total average cost of compliance per
affected entity is estimated to be $5.7 mil-
lion. Twenty-one percent of that budgeted
amount will be spent on consultants, and
another 29 percent is slated to go to inter-
nal administrators.

HIPAA Compliant Authorizations
What does all this upheaval, confusion and
concern mean to an attorney practicing
personal injury law? Quite a bit, at least
until all the nuisances of HIPAA’s imple-
mentation are settled. When the HIPAA
Privacy Standards become completely
effective, almost every medical provider®
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will be prohibited from disclosing health
information® to third parties, including
attorneys, without a valid authorization
signed by the patient.*

The gathering of medical records has
long been a time-consuming, often frus-
trating challenge. Securing complete med-
ical records is, however, critical to both
plaintiff and defense attorneys handling
personal injury actions. Medical record
administrators in hospitals and doctors’
offices, for example, recently have been
inundated with information about HIPAA
and its requirement and have become even

requirement is not necessary in all person-
al injury situations.** Although the require-
ment is broadly applicable, the Privacy
Standards provide an exception for disclo-
sure of medical information “in the course
of any judicial and administrative proceed-
ings.””*2 But this exception would be of lit-
tle use to a plaintiff’s attorney seeking to
secure medical records before a proceeding
is filed.

Moreover, as a practical matter, reliance
on the legal proceeding exception requires
more effort on the part of an attorney than
merely securing a valid authorization when

What does all this upheaval, confusion and
concern mean to an attorney practicing personal
injury law? Quite a hit, at least until all the
nuisances of HIPAR's implementation are settied.

more cautious than they have been when
fulfilling any type of record request. It is
very likely that uncertainties and rampant
misunderstandings about the Privacy
Standards will make it even more difficult
for attorneys to gather the records they
need to fairly resolve personal injury
claims.

Careful medical records administrators
will correctly require that authorizations
compliant with the requirements of the
Privacy Standards accompany requests for
release  of medical information.
Unfortunately, inevitable are inappropriate
denials of valid requests due to misin-
formed administrators exercising excessive
small doses of good judgment.
Notwithstanding this inevitability, most
requests will be processed relatively effi-
ciently if attorneys make a diligent effort to
comply with the authorization require-
ments of the standards.

Compliance with the authorization
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that is possible. To begin with, the excep-
tion requires a court or administrative
order.®* The procedural aspects and
unavoidable delays involved make this
option unattractive.

Alternatively, the request for medical
records could be accompanied by a sub-
poena and “satisfactory assurance” that the
requestor has either made a reasonable
effort to provide the patient with notice or
has secured a “qualified protective
order.”

The regulations define “satisfactory
assurance” as a written statement and
accompanying documentation that shows
that a good faith attempt was made by the
requestor to provide written notice to the
patient.”* A “qualified protective order” is
defined by regulation as an order of the
appropriate tribunal restricting disclosure
to the purpose of the proceedings and
destruction of the information at the end
of those proceedings.*®

Although reliance on the legal proceed-
ing exception may be necessary in some
situations, it involves a process that is
much more complex than simply securing
a valid authorization from the patient.
Therefore, at least in the majority of per-
sonal injury cases, there is little reason for
attorneys to look to the exception for legal
proceedings.

Requirements for
Valid Authorizations
What, then, is a valid authorization? The
Privacy Standards define such an authori-
zation as one that is written in “plain lan-
guage”—a term not specifically defined—
and that contains specific “core elements”
and “required statements.”*® The required
core elements® of a valid release are:

1. A description that identifies the
requested information in a “specific
and meaningful fashion?;

2. The name or other specific identifica-
tion of the person or entity authorized
to make the request for information®;

3. The name or other specific identifica-
tion of the persons or entity to which
the requested information may be dis-
closed?;

4. A description of the purpose for which
the information is requested®;

5. An expiration date or expiration event
that relates to the individual or the
purpose for which the information is
requested*; and

6. A dated signature of the patient or the
patient’s representative with a descrip-
tion of the representative’s authority to
act on behalf of the patient.”

In addition to the core elements, a valid
authorization must contain certain
required statements.® The form of these
statements is not specified. Instead, the
regulations, so far as they relate to author-
izations used in personal injury matters,?
state that the language used in the author-
ization must be adequate to place the
patient on notice® of the following:

1. The right to revoke the authorization
in writing®

2. The potential for the information to
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be further disclosed to others without

the protection of the HIPAA regula-

tions®

At first blush, these requirements do
not seem too onerous, and in fact they
generally are not. State statutes have for
some time protected the privacy of medical
records.® As a result, form authorizations
used to secure the release of these records

whether such general descriptions are lim-
ited to authorizations pertaining to med-
ical research or whether this is an example
and non-particularized descriptions are
acceptable in other situations as well.
Unfortunately, the regulations offer no
guidance on this issue, and overly zealous
medical records administrators may
require more definitive statements than

Compliance with the Privacy Standards
generally should he painless for attorneys
handling personal injury matters. The devil

IS In the details, though.

have incorporated most of the core ele-
ments. The required statements, however,
are less likely to be found in most form
agreements.

Modifying existing form authorizations
to incorporate these statements would not
be an arduous task. Therefore, compliance
with the Privacy Standards generally
should be painless for attorneys handling
personal injury matters. The devil is in the
details, though, and there are areas that
present potential problems and warrant
further consideration.

Prohiem Areas

One core element that might be lacking
from form authorizations currently in use
is a statement of purpose for which the
information is requested. Adding a gener-
ic purpose statement should suffice. After
all, the regulations provide that a descrip-
tion such as “end of the research study” or
even “none” are sufficient, at least in the
context of medical research.® The regula-
tion, however, provides only this specific
allowance, which raises a question as to
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are practical or justified for litigation pur-
poses.

The Privacy Standards also require that
an expiration date or event be stated in the
authorization. The vagaries of litigation
present some practical problems in setting
a specific date for expiration of the author-
ization. Though a date could be set far
enough in the future to reasonably accom-
modate litigation needs, the better prac-
tice may be to identify an event upon
which the authorization will expire. The
patient’s attorney handling a personal
injury action may be less than comfortable
using an event, as opposed to a specific
date, because the event may be so far in an
uncertain future. Nevertheless, the goal
for both sides in personal injury matters is
to avoid having to have the patient sign
another authorization, which commonly
leads to delays in processing a claim and
increases the potential for incomplete sets
of medical records. This common goal
could be used to advocate for a reasonable
event-based expiration.

When litigation is under way, using as

the expiration of the authorization the ulti-
mate dismissal of the action should fulfill
the expiration core requirement and still
address the litigants’ practical needs. Some
might argue for use of a date set by the
court or procedural rules for discovery cut-
off. However, there are so many variables
that may require or benefit from the use of
the authorization after that date, including
the testimony of the medical provider,*
that such a cutoff date should not be the
first alternative. Similarly, when litigation
has not been initiated, there is no reason to
foresee any legitimate objection to expira-
tion of the authorization upon settlement
of all claims or the dismissal of a legal
action associated with the medical infor-
mation.

Another area that may lead to problems
is the standards’ requirement that medical
providers limit the disclosure of informa-
tion to that which is the “minimum neces-
sary” to accomplish the intended pur-
pose.** Most often, medical record author-
izations in personal injury cases request for
good reasons all of the records maintained
by a medical provider that pertain to a par-
ticular patient. Whether a description of
the requested records that asks for “all
records” is sufficiently a *“specific and
meaningful fashion” may be subject to
debate. Unfortunately, the regulations do
not define the term “specific and meaning-
ful fashion.” Consequently, an authoriza-
tion that allows “all medical records” may
be questioned when, in fact, that is pre-
cisely what the attorney desires and what
the patient is either willing or required to
disclose. If the records requested can be
reasonably restricted, that probably should
be done. In some instances, however, there
is no easy way around asking for “all med-
ical records.” An attorney can only hope to
avoid a protracted discussion over that type
of request because, as of yet, there has not
been any definitive resolution to this issue.

It is foreseeable that a few medical
record administrators, relying on this
“minimum necessary” standard, might
unilaterally decide that only certain records
are all that are needed to fulfill a specific
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request. The requesting attorney may
never know that his or her request has
been restricted and that records, including
some that might weigh heavily on the res-
olution of the matter at hand, have been
withheld.

To combat this problem, authorizations
should request that the medical records
administrator identify any record withheld
with sufficient particularity to support fur-
ther effort to secure full disclosure should
the requestor believe it necessary.
Furthermore, the medical records adminis-
trator should be asked to warrant under
oath that all requested records have been
fully disclosed or identified as withheld.

These requests could be ignored, and
there are no ramifications if they are. But at
least the attorney will have made all rea-
sonable efforts to address this potential
problem. As has always been the case, the
only way to be assured that all medical
records have been disclosed is to ask the
medical provider to hand over his or her
file during a deposition.

Psychotherapy, Psychological
and Psychiatric Records

Under HIPAA, psychotherapy notes are
provided more protection than other types
of medical records. The current common
practice is to include records for mental
and emotional treatment to a long list of
the types of records that are being request-
ed. The Privacy Standards prohibit that
practice.

Though requests for other types of
medical records can be requested in one
authorization, which would most likely be
the case in the context of personal injury
litigation, requests for psychological and
psychiatric records must be presented in a
distinctly ~ separate  authorization.®
Consequently, when mental or emotional
damages are claimed and supported by
treatment, attorneys should secure sepa-
rate authorizations for the disclosure of
these types of records.

Conclusion

The Privacy Standards were developed to
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prevent the abuses of broad, vague con-
sents that some medical providers secure
from their patients.*® Though most health
care providers were careful with patient
information, some providers and insurance
companies have used broadly drafted
authorizations to justify disclosure of med-
ical information for purposes not intended
or understood by the patient.*”

Because the Privacy Standards were ini-
tially developed to address that situation,
application of these regulations to the dis-
closure of medical information to attorneys
in personal injury matters may prove to be
rather clumsy. There will undoubtedly be
occasions where the regulations will be
erroneously applied and may frustrate the
need for legitimate disclosure. But close
adherence to the regulations and incorpo-
ration of these suggestions should limit
those situations.

Finally, it may help attorneys to state
clearly on the authorization form that it is
compliant with HIPAA. Such a statement
would, at the very least, demonstrate to
the recipient that the requesting attorney
has a certain degree of knowledge about
the Act and its requirements. More
important, the statement may discourage
the record administrator from arbitrarily
limiting disclosure of medical informa-
tion. Of course, that representation
should be accurate.

One goal of personal injury attorneys is
to gather all pertinent medical records to
resolve a claim as quickly and efficiently as
possible. HIPAA and its regulations may
make it slightly more difficult to obtain
that goal, at least for the time being. That
difficulty derives not from the require-
ments of HIPAA but from the uncertainty
of how the Act and regulations are to be
implemented and how they will be
enforced. With experience, medical
providers and their record administrators
will undoubtedly become more comfort-
able with this complex law. When that
occurs, the practice of gathering medical
records will probably be no easier than it
was before HIPAA—but at least it should
not be significantly worse. A\
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