
ttorneys are often so
busy attending to their clients’ legal needs
that they may not have noticed the growing
importance of good information security
practice. That importance stems from many
causes.

First, Ethics Opinion 05-04 explains
that lawyers have an ethical duty to take
reasonable and competent measures to
secure their clients’ electronic files or com-
munications against loss or inadvertent dis-
closure.1 Second, in a stunning develop-
ment, the United States Attorney General
recently announced that the federal gov-
ernment is eavesdropping on the electronic
communications between attorneys and
clients.2 Finally, as if that weren’t enough,
the news is replete with a never-ending
stream of stories of hapless institutions
whose shares or reputations have dimin-
ished in the wake of sloppy handling of
their clients’ electronic records.3 Therefore,
in the interest of protecting our clients, our
reputations and our businesses, the time
has finally come to understand and imple-
ment proper information security proce-
dures.

If only it were so easy. The reality is that
there are some attorneys who only recently
have begun to use the Internet and cellular
phones. Consequently, the enthusiasm level
of some attorneys toward information secu-
rity has on occasion been lukewarm or dis-
missive. In some cases, the prevailing atti-
tude has been that, if we have lawyers who
are still struggling to use a Web browser
and e-mail, how can we expect them to
understand firewalls, wireless network secu-
rity or e-mail encryption?

Unfortunately, there is something
appealing about this sentiment. For, con-
ceptually speaking, it is obvious that one
needs to know how to use a computer
before possibly being able to understand its
weaknesses and security requirements. The
urge to accept this reasoning should be
resisted. Indeed, this attitude is contrary to
the Rules of Professional Responsibility,
adverse to the interests of our clients and a
threat to our reputations and businesses.
Moreover, even if an attorney is not yet
proficient using technology, it is a safe
assumption that his or her partners, subor-
dinates and assistants are using technology
to the point that they need responsible
guidance or supervision.

This article aims to help Arizona attor-
neys understand the risks to their clients’
electronic files and communications.
Toward that end, it sets forth recent legal,
political and business developments that
should compel Arizona lawyers to improve
their commitment to and practice of infor-
mation security. Having made the case for
information security, the article sets forth a
brief synopsis of important practices neces-
sary to protect our clients’ confidences.

THE LANDSCAPE
n Wiretapping
The need to protect our clients’ electronic
files and communications derives in part
from the activities of our government.

In the name of rooting out terrorists,
we have been told the government must
covertly, and without warrant, listen to the
electronic communications of American
citizens, including those between attorney

and client. In March 2006, U.S. Attorney
General Alberto Gonzales shocked many in
the American legal community when he
revealed the extent of the government’s
wiretapping. He said, “Although the
[national wiretapping] program does not
specifically target the communications of
attorneys or physicians, calls from such
sources would not be categorically exclud-
ed from interception.”4

The ways in which the government may
be listening to attorney/client electronic
communications are multifaceted.
Communications passing through
telecommunication satellites and deep-sea
communications cables, including tele-
phone calls, cellular calls, and Internet
communications, are subject to intercep-
tion by Echelon,5 the global eavesdropping
program operated by the National Security
Agency. It scans millions of messages daily
against key criteria such as telephone num-
bers, voice patterns and keywords.6 In
addition, leading telecommunications
providers have been sued for giving the
government direct access to customer
databases of communications records.7

Furthermore, the FBI has proposed
“sweeping legislation that would require
Internet service providers to create wire-
tapping hubs for police surveillance and
force makers of networking gear to build
in backdoors for eavesdropping.”8

Attorneys who are inclined toward
indifference to the government’s warrant-
less activities should understand that locat-
ing Osama bin Laden’s cave is not the only
objective of such wiretapping. For instance,
major news outlets have reported that
Echelon is used to help certain American
companies compete abroad.9 Moreover, in
light of the fact that researchers have iden-
tified the drug trade, forgery, fraud, kid-
napping, extortion10 and even copyright
infringement11 as activities supporting ter-
rorism, the universe of attorneys who
should be concerned is quite large.
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n Ethics Opinion
In addition to wiretapping programs with
global reach, there are also more local rea-
sons to practice good information security.
Attorneys can look to Arizona Ethics
Opinion 05-04 (the “Opinion”) for inspira-
tion and guidance.12 There, the issue put
before the Ethics Committee concerned the
nature and scope of a lawyer’s duty to pro-
tect clients’ electronic files and communica-
tions from loss or inadvertent disclosure.13

In analyzing this issue, the Committee
succinctly summarized the rule as required
by the Rules of Professional Responsibility
(the “Rules”): “To comply with these ethi-
cal rules as they relate to the client’s elec-
tronic files or communications, an attorney
or law firm is obligated to take competent
and reasonable steps to assure that the
client’s confidences are not disclosed to
third parties through theft or inadver-
tence.”14

So what are the competent and reason-
able steps that attorneys must take in order
to comply with the Rules?

The Opinion does not say exactly. It
does mention steps that might satisfy the
Rules, such as firewalls, passwords, encryp-
tion, anti-virus and anti-spyware programs.
However, the decision is left to the context
and the attorney: “Precisely which of these
software and hardware systems should be
chosen—and the extent to which they must
be employed—is beyond the scope and
competence of the Committee. This is the
kind of thing each attorney must assess.”15

For those attorneys whose practices are
in need of expertise that cannot be obtained
in-house, the Ethics Committee recom-
mends retaining the services of an expert
consultant.16

n Business Missteps
In addition to legal/political reasons to
practice good information security, there are
important business reasons, as well. To illus-
trate, several years ago a television news sta-
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tion in Portland, Oregon, aired a relevant
piece. A local computer forensics company
had commissioned the station news team to
purchase used computers from several local
charities. The news team then turned these
computers over to the computer forensics
company to see what sensitive data were
inadvertently left on the associated hard disk
drives. The point of the project was to pro-
mote a new data removal software product
the computer forensics company had
recently released.

The news team’s cooperation in the pro-
motion paid off. As anticipated by the com-
puter forensics company, one of the pur-
chased computers formerly belonged to a
Portland attorney. Because the attorney had
not used proper data removal methods prior
to donation, the company discovered a large
trove of confidential client information.
Although this attorney claimed he had
“deleted” all client information from the
hard disk drive, the company had no prob-
lem “un-deleting” this data. Portland view-
ers learned how remorseful this attorney was
when he appeared on camera, his identity
obscured in shadows, professing his belief
that the client data was truly gone.

Fortunately for that attorney, the news
team did not reveal his identity.
Furthermore, the computer forensics com-
pany was kind enough to ensure the all
client data were permanently removed
before returning the computers to the local
charities.

It is interesting to ponder, however, how
fast that attorney would have lost his
clients—and perhaps his license to practice
law—had his identity and mistake been
revealed to hundreds of thousands of
Portland television viewers.

THE PRACTICE OF
INFORMATION SECURITY

By now it should be clear that the practice
of information security has at least three
important purposes: client protection, repu-
tation protection and compliance with the
Rules.

“Information security” is a technical
term. It has three subcomponents:

•  confidentiality of information
•  integrity of information
•  availability of information.17

The confidentiality part of information
security is easy enough to understand: infor-
mation should not flow to unauthorized
persons. The integrity part of information
security demands procedures that ensure
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sensitive information is not corrupted or
tampered with. The availability part of
information security demands that informa-
tion is accessible to authorized persons at
the appropriate times.

Attorneys should seek to ensure the con-
fidentiality, integrity and availability of client
data wherever it flows. The same data set
can exist in many places at the same time. It
usually makes no sense to encrypt a sensitive
client file on the server while later sending it
as an unencrypted e-mail attachment, or
later copying it in unencrypted form to a
portable hard disk drive. These truths
demonstrate that careful and consistent
attorneys who care about their clients and
reputations will strive to achieve informa-
tion security for sensitive data wherever it
travels.

What follows is a basic introduction to
some important ways to help attorneys safe-
guard their clients’ information.

n Firewalls 
Every computer facing the Internet should
have a firewall. A firewall is a software or
hardware device that controls access to net-
work ports on an Internet Protocol (“IP”)
address of a computer. An IP address is anal-
ogous to a telephone number; when com-
puters want to talk to each other, they locate
each other using IP addresses. Using that
analogy, a port is akin to a telephone exten-
sion. However, an IP address has many
thousands of ports. When a service, such as
a Web server or e-mail server, is running
and listening for connections, it must attach
to an available port to perform its function.

An open port presents a security risk.
Hackers will randomly scan thousands of IP
addresses for services ready and waiting to
receive connections. If the port scan reveals
an active service on an open port, the hack-
er may attempt to exploit it. An open port
thus presents an opportunity for mischief.
At the same time, the opening of some
ports can be necessary to provide services
users need. Firewalls should be installed and
configured so that only necessary ports are
open.

Readers who are interested in gaining a
better understanding of network ports, as
well as testing the configuration of their
own firewall, are encouraged to use the
“Shield’s Up” service available at
www.grc.com. However, be aware that
Shield’s Up only tests the security of the
most common network ports; it does not
test the security of all ports. To determine

the security status of all ports, a complete
port scan must be performed.

What makes a good firewall? In part, a
good firewall will monitor and control both
incoming and outgoing network traffic.
The firewall that comes with Windows XP
Service Pack 2 is considered by some to be
inferior because it does not monitor or con-
trol outgoing network traffic.

A good firewall must be properly config-
ured. On more than one occasion, friends
or clients have installed and configured fire-
walls that were so horribly misconfigured
that they provided no protection at all. The
Shield’s Up service can help attorneys begin
to understand whether their firewall is prop-
erly configured.

Although not technically a firewall func-
tion, some firewalls today come with an
additional feature sometimes called “behav-
ior anomaly detection” (“BAD”).
Generally, the purpose of BAD is to prevent
unauthorized programs from covertly
accessing the Internet. For instance, if a spy-
ware program tries to “phone home,” BAD
technology should ask for your explicit per-
mission before granting Internet access to
that program. BAD thus gives users the
ability to subvert the malicious activities of
certain programs. To determine whether
your firewall has BAD, try a tool called
Leaktest.18

n Remote Access 
Nowadays, it is not uncommon for attor-
neys to work from home or while traveling.
What makes this possible, in part, is the abil-
ity to remotely log in to an office computer
from a hotel lobby, a home computer or an
Internet café.

There are various technologies that allow
remote login. Attorneys who have a choice
of remote login products should opt for
ones that encrypt network traffic rather than
those that do not. They also should prefer
remote login products that do not require
an open port. Use care when entering your
remote login credentials from untrusted
computers, such as those in hotel lobbies or
in Internet cafés. Attorneys who are con-
cerned about having their remote login cre-
dentials secretly captured by a “key logger”
can mitigate this risk by using the Microsoft
On-Screen Keyboard (“OSK”).19

n Key Loggers
These are a hacker favorite. A key logger is
a hardware or software device used covertly
to capture personal information, such as



user names and passwords, by watching for
physical typing (keystrokes) on a keyboard.
To mitigate the key logger threat, attorneys
can use their mice to enter user names and
passwords using the OSK. The OSK will
subvert most known key loggers.

n Anti-Virus &
Anti-Spyware Program

These are a well known part of information
security. Make sure these programs are con-
figured properly and have frequently updat-
ed definitions.

n Metadata
In practical terms, metadata are data in or
about a file that get you in trouble or sub-
ject you to embarrassment.20 For example,
in some cases WordPerfect files can keep
track of deleted text. Were this kind of file
disclosed to opposing counsel, text thought
to be deleted could actually be recovered by
your opponent. Metadata occurs in many
kinds of files, although WordPerfect and
Word files are typically the most relevant to
lawyers.

To minimize the metadata threat in
WordPerfect files, for starters, attorneys
should ensure the “Undo/Redo” as well as
the “Document Revision Annotations” fea-
tures have been disabled.21 To minimize the
threat in MS Word, users should disable
“Track Changes,” disable “Fast Saves,” and
use the “Word 2003 Redaction Add-in” or
the “Remove Hidden Data” tool.22

n File System Security
One advantage of using modern Microsoft
operating systems like Windows 2000 and
Windows XP Professional is that they can
use either of two kinds of file systems:
FAT32 or NTFS. Attorneys who are con-
cerned about information security will want
to implement the NTFS file system because
it can allow them to control the ability of
others to read or make changes to sensitive
files. This is because the NTFS file system
has a security feature called file permissions.
Attorneys who use file permissions properly
can control the ability of others to read,
change or copy sensitive files without
authorization.23

n Wireless Networks
Certain kinds of wireless local area networks
are known for weak encryption. In some
cases, this makes it easier for hackers to steal
data during network transmission.
Although there are a few patches and meth-
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ods that can increase wireless security to
some degree, many of these patches and
solutions have their own weaknesses.

The better approach is to avoid patch-
work solutions to wireless network security.
Attorneys interested in solid, cost-effective
wireless network security should consider
implementing a wireless network based on
802.11g with RADIUS and Active
Directory integration using client certifi-
cates. Although it sounds like a mouthful, in
appropriate situations it is one of the most
secure and hassle-free wireless networking
technologies available today.

n ActiveX
Many a user has suffered from an Internet
browser toolbar that serves up unwanted
advertisements or changes the default
homepage. Often these toolbars are
installed without proper user understanding
through something called an “ActiveX con-
trol.”

Figure 1 contains an example demon-
strating the appearance of an ActiveX con-
trol.

The bottom line with ActiveX controls is
that users should choose to “Run” an
ActiveX control if: (1) the control itself is
wanted, and (2) the publisher of the control
is trusted. To assess trustworthiness,
research the name of the publisher and/or
control using Google or Yahoo!. If trust-
worthiness cannot be determined, users
should not run the ActiveX control.

n Hard Drive Security
There are many important things to know
about hard drive security, only some of
which can be discussed briefly here.

“Hard drive security” broadly refers to
ensuring the security of sensitive information
stored on internal hard drives, external hard
drives, USB tokens, CDs, DVDs, media
cards and so on. The general concern for all

these devices is that if the device came into
the wrong hands, sensitive information
might be inadvertently disclosed. Even if a
client’s file is encrypted on disk, for example,
a prior version of that file may exist in “delet-
ed” form somewhere else on the disk. In this
example, one purpose of hard drive security
is to ensure such “deleted” data are perma-
nently gone. Thus, even if the disk is lost,
stolen, discarded or donated, the attorney
and client are protected.

To achieve hard drive security, users
should begin by regularly deleting the con-
tents of their cache directory. The cache
directory is a place where Windows stores
temporary copies of documents and Web
pages.24

Second, even though a file is deleted, it
still can be recovered in many cases. To
ensure deleted data truly is gone, attorneys
should use the cipher program, which works
on Windows 2000 and Windows XP
machines.25

Third, most attorneys do not realize that
many modern photocopiers and fax
machines also have hard drives: When a user
feeds a client paper document into such a
device, a copy of that document is made on
the device’s hard drive. When the device is
subsequently sold, discarded or stolen, client
data may go along for the ride. Thus, when
selling or discarding these devices, attorneys
should consider taking steps to protect sen-
sitive information.

n Mobile Devices
Attorneys who own mobile devices also have
information security challenges, especially
when these devices are lost, stolen, sold or
discarded. Users have been burned, for
example, by selling their Blackberry device
on eBay without first ensuring all data are
permanently removed.26 Those who want to
dispose of or sell their Blackberry should
take the necessary steps to remove all sensi-

tive data from the device.27

n Bluetooth
Many new mobile devices now come with a
feature called Bluetooth. Bluetooth “pro-
vides a way to connect and exchange infor-
mation between devices like personal digital
assistants…, mobile phones, laptops, PCs,
printers, digital cameras and video game
consoles.”28

Bluetooth may be enabled by default or
by choice on the majority of new mobile
devices. In some case, this may be a prob-
lem, as has been reported: “Serious flaws dis-
covered in Bluetooth technology used in
mobile phones can let an attacker remotely
download contact information from victims’
address books, read their calendar appoint-
ments or peruse text messages on their
phones to conduct corporate espionage.”29

To avert these risks, attorneys can set
their Bluetooth device to “discoverable” or
“invisible” mode. This protection is not
complete, however, because some models
can be attacked even if set to invisible
mode.30 Attorneys with such exceptional
devices might consider disabling Bluetooth
altogether.

n Encrypted E-Mail
In some cases, attorneys communicating
with their clients via e-mail may want to con-
sider protecting the communication content
with e-mail encryption. One of the easiest
ways to facilitate the exchange of encrypted
e-mail between attorney and client is to set
up each person with a free e-mail account
from Hushmail.com.

As long as the two Hushmail accounts
are used for e-mail communication, by
default the e-mail exchange will be encrypt-
ed and confidential as against government
eavesdropping and hacker malevolence.
Attorneys with more sophisticated clientele
may want to use e-mail encryption products
like Pretty Good Privacy or S/MIME. In
certain cases, attorneys may want to consid-
er whether client disclosure and consent is
needed before using non-encrypted com-
munications.

n Phones
Former Senator Newt Gingrich found out
the hard way about the importance of cellu-
lar phone security.31 Attorneys interested in
such security should begin by understanding
that modern phones, including dual-band
and tri-band models, can still transmit with
no encryption whatsoever while in roaming

FIG. 1: ActiveX Control dialog box



mode or while dialing for emergency servic-
es. Attorneys interested in maximum protec-
tion of all telephone and cellular calls need to
transition to specialized encryption prod-
ucts.

n Phishing
Phishing is the “attempt to fraudulently
acquire sensitive information, such as pass-
words and credit card details, by masquerad-
ing as a trustworthy person or business in an
electronic communication.”32 Although
often the subject of media hysteria, the large
majority of phishing attacks can easily be
prevented if users simply refuse to use
HTML e-mail and learn to read Uniform
Resource Locators, or URLs.

How phishing works can be demonstrat-
ed by viewing an e-mail message in two dif-
ferent ways, as shown on page 40. First, it is
displayed with HTML formatting enabled
(Figure 2); next, it is displayed with HTML
formatting disabled (Figure 3). The illustra-
tions make clear how phishers use HTML e-
mail to perpetuate fraud.

Figure 2 is an HTML-formatted e-mail
with a hyperlinked URL leading to a sign-in
page, apparently within the eBay.com
domain. (The hyperlinked URL is boxed in
red near the bottom.)

Figure 3 shows the same e-mail viewed
without HTML formatting. The apparent
(but false) URL is boxed in red near the bot-
tom, whereas the real destination is boxed in
black below the red box.

Viewed in this manner, the true destina-
tion page is revealed to be within the 
fairwindsmthorses.com domain (wherever
that is).

The lesson: By disabling HTML format-
ting and reading URLs, the fraud is revealed.
To disable HTML e-mail in Outlook 2003,
go to Tools > Options > Preferences. Click
E-mail Options, and then select the check
box labeled “Read all standard mail in plain
text.”

Users who are interested in further pro-
tection from phishers may want to try the
anti-phishing toolbar, free from Netcraft.33

n Data Backup/Restoration
Some are surprised to learn that data backup
and restoration are a part of information
security. Because lost data are not available,
and data that are corrupted when restored
do not have integrity, data backup/
restoration is an important part of informa-
tion security.

Data backup and restoration are not easy
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to do correctly. Those who disagree
simply have not considered the
issues carefully. Data backup cannot
be given proper treatment in a small
section, but here are a few pointers:
•  Daily data backups are a must.
•  Backup tape technology is

declining in popularity.
•  Attorneys should ensure their

backup data can actually be
restored by periodically per-
forming “mini-practice-
restores.”

•  Online backup services are too
expensive in many cases.

•  Offsite copies of backup data
are essential.

•  Consider encrypting data back-
ups.

n Paper Shredding
Attorneys should always shred sen-
sitive documents before disposal.
The Arizona Center for the Blind
and Visually Impaired offers a rea-
sonably priced paper shredding
service.34

FIG. 2:
E-mail with HTML formatting enabled

FIG. 3: E-mail with HTML formatting disabled
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n Conclusion
The security measures discussed in this
article are meant to be introductory in
nature; by no means do they represent
a comprehensive list of measures to be
taken to protect client data against loss
or inadvertent disclosure. Whichever
information security steps are taken,
however, it is clear that the political,
legal and business environment has pro-
gressed to the point that attorneys
should take special care of their clients’
electronic information.
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